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These guidelines aim to provide foundational knowledge and guidance on didactic and legal issues
regarding the use of Al in teaching. These guidelines are for informational purposes only and are not legally
binding. Developed as part of the ‘Al-Literacy in Studium und Lehre — Al Literacy in Study and Teaching’
project, these guidelines were created in collaboration and coordination with the Vice President for
Teaching and Directorate Il. It was originally developed as a proposal for working with Al in teaching and
supervision within the departments.

We would like to thank the ‘KI-Handreichung — Al Guidelines’ interest group, which comprises both
lecturers and students, for their contributions. To date, not all departments and research groups are
represented in the interest group. Consequently, some statements in these guidelines may not apply to all
disciplines. These guidelines are continuously updated by the interest group.

The guidelines neither draw definitive conclusions nor claim to be exhaustive, particularly from a legal
perspective.

Please send any questions, suggestions for change, or feedback to:

Dr. Annette Glathe (HDA), annette.glathe@tu-darmstadt.de

Jan Hansen (Directorate Il), jan.hansen@tu-darmstadt.de
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Part 1: For students and lecturers

Introduction: Al competencies in study and teaching

Due to developments in the field of Generative Al (GenAl), students and lecturers at TU Darmstadt are
encouraged to further develop their GenAl competencies. This enables them to derive reflected and
efficient benefits from the possibilities of Al, or to make an informed decision to opt against its use.
Graduates of TU Darmstadt need to be able to assess what GenAl can achieve, where its weaknesses and
limitations lie, and how it can be used responsibly.

1.1 Objectives and motivation of the guide

These guidelines are intended to provide students and lecturers with recommendations and background
knowledge to:

e Competently navigate the opportunities and challenges of GenAl in learning and teaching;

e Utilise Al tools in a reflective and legally compliant manner, exercising due diligence in line with
good academic practice;

e Reimagine and, if necessary, adapt teaching and examination formats in light of the potential
applications of Al tools.

GenAlis defined as an auxiliary aid within the meaning of the Prufungsordnung — Examination Regulations
and the APB (Allgemeine Prifungsbestimmungen — General Examination Regulations). For the sake of
simplicity, the term ‘GenAl tools’ will be used throughout.
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2 Critical aspects of using GenAl

While GenAl offers significant opportunities, students and lecturers at TU Darmstadt need to be aware that
its use also raises numerous unresolved issues and political questions. Reflecting on these issues is vital
for ensuring that actions are grounded inreason and shared values. The responsible use of GenAl therefore
requires discussing the following questions within courses and exploring appropriate options for action.
The following topics serve as examples for subject-specific discussion:

2.1 Commercial Services

Many of the GenAl tools currently in use are commercial products. The data and calculations underlying
Al outputs (such as text, images, or video) are often non-transparent in terms of their functionality and
value base. Non-European services such as ChatGPT by OpenAl or DeepSeek by High-Flyer, a Chinese
hedge fund, can intensify problems regarding censorship, discrimination, and data privacy. In contrast,
European services such as Le Chat by Mistral are generally more aligned with European values and data
protection standards. It is therefore vital that lecturers and students prioritise tools that comply with the
General Data Protection Regulation (GDPR) and remain mindful of commercial interests in data
exploitation.

2.2 Required resources

The demand for electricity and water to train models, calculate Al outputs, and manufacture the necessary
hardware is enormous. This raises a constant question: ‘Is the use of GenAl truly necessary?’ Ideally, use
itin a purposeful and resource-efficient manner.

For more information, please refer to:

e ‘Al at the expense of climate protection: energy demand of data centres will double by
2030’

e ‘Why Al uses so much energy — and what we can do about it’

2.3 Technological Consequences

Al is exerting an ever-growing influence on our lives, raising fundamental questions in the process. The
following issues require clarification:

e Theinvasive tracking and profiling of users;
e The lack of transparency regarding the secondary use of input data;
e The potential for economic or political interests to steer user behaviour.

In many disciplines, certain topics require particularly critical examination, such as the dangers of
autonomous weapons systems or Al errors in autonomous driving. The impact of Al on the labour market
(including job losses and shifting roles) and its effect on students’ future career opportunities are likewise
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important topics for teaching. The central question is: ‘How can potential negative effects of artificial
intelligence be prevented or mitigated?’

For more information, please refer to:

e Podcast on labour market conditions: ‘How Occupations are changing due to Digitality’

2.4 Exploitation of human creativity

Commercial GenAl providers use data available online for their business model. For that reason, it is
possible for copyrights in the cultural and creative industries, but also in science, academia and research,
to be ignored. The big question is: ‘How can we make sure that creators get paid fairly?’

2.5 Risks of discrimination

Al models process biases in training data indiscriminately, which can lead to the marginalisation of certain
groups and the reinforcement of discrimination and disadvantage. Examples, such as:

e Al-generated images predominantly depicting male, white, cisgender individuals or societal
stereotypes;

e Al-generated texts that exclude non-English language research perspectives because the model
was primarily trained using English language data.

Higher education institutions using automated application and admission procedures that distort the
process risk being affected in future. This raises the question: ‘What biases can be expected in Al output,
and how can they be addressed or prevented?’

For more information, please refer to:

e ‘Bias & Fairness in Al Systems’ of the Institute for Business Analytics of the University of
Ulm.

e Hochschulforum Digitalisierung: Bias erkennen, Verantwortung tbernehmen: Kritische

Perspektiven auf Kl und Datenqualitat in der Hochschulbildung

e Webpage of Rudolphina University of Vienna: KI: geht das auf fair?

e Biasin large language models: Origin, evaluation, and mitigation

e Nicola Marsden (2025): Prompting Fairness. How End-Users Can Mitigate Bias in Al
Systems

Targeted de-biasing of prompts can help mitigate the risk of discrimination. Example: “Revise the
presentation so that it does not convey gender stereotypes or one-sided role models.”

2.6 Risks to learning

Since larger GenAl models became publicly accessible, there has been much debate about the impact of
Al on cognition and learning. There are a number of concerns, including:

e Gapsinknowledge;

e Alackof skills acquisition;

e Loss of skills (such as independent thinking);
e And adecline in creativity.
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This can negatively impact graduates’ ability to make decisions and take action. These risks need to be
addressed in teaching.
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3 Using a GenAl tool: ‘What decisions need to be made and what needs to be
considered?’

Moving from thinking about using a GenAl tool to actively using Al-generated contents for academic
purposes requires a process of deliberation. This process involves evaluating various factors and making
informed decisions. This chapter will guide you through this process step by step and provide specific
recommendations for action'. Lecturers need to talk about and practice these process steps with their

students.
3.1 Before and during the use of a GenAl tool

The first question to ask is: ‘Is the intended use fundamentally ethical®? and academically® justifiable?’
Users need to consider whether the energy and water consumption caused by an Al-generated image is
justified. For students, the question arises as to whether academic integrity requires them to write a
section of text for an assignment themselves, rather than copying the text section generated by GenAl.

The next matter to be clarified is:
e |Isregistration required, and if so, what personal data must be provided?
e Arethere any costs associated with licensing?

e How does the technical implementation work, for example, browser access versus locally
installed software?

3.1.1 Subsequent use of user-entered data by Al provider

In many cases, it can be assumed that data entered into a GenAl tool, including prompts, PDFs and copied
texts, is stored by the tool’s provider and used as training material. However, as the providers’
headquarters or servers are often located outside the EU, it remains unclear what happens to the data
entered (see the Schrems Il ruling of the ECJ).

" refer to the Recommendations for action boxes.

2see Section 0 ¢
Critical aspects of using GenAl’.
3 see Section 5 ‘Good academic practice and the use of Al’.
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3.1.2 Infringements of copyright or invasion of personal privacy

Copyrighted material must not be uploaded to a GenAl tool without permission. It is therefore unwise to
upload unpublished scripts or text passages. Do not upload third-party material to a tool unless you own
the rights to it. Even with your own material, you need to check that using it as training data will not cause
any problems.

Copyright must also be observed for image and audio material. If, for example, this data contains voice
recordings of fellow students or if the images show identifiable individuals, this can constitute a violation
of their personal rights. Anyone who infringes these rights risks being subject to cease-and-desist orders
and claims for damages.

Ideally, use GenAl tools that do not store prompts or allow their storage to be deactivated. You can find
data protection assessments for GenAl tools in the Al toolbox on the ‘einfachlehren’ higher education

teaching portal.

3.1.3 Uncontrolled use of personal data by Al providers

From a data protection perspective, it is essential to prevent the subsequent processing of personal or
personally identifiable data (such as name, email address, IP address, location) for training purposes
without consent when using GenAl. It is also important to prevent login data from being sold. You must
also be careful not to include personal data in prompts. It is only permissible to include personal data of
people in prompts if they are permanently or temporarily in the public eye.

Few GenAl tools effectively prevent the storage or subsequent use of entered data. Free versions often
process data in some form to enable an economically viable business model. From a data protection
perspective, therefore, a paid version with data protection-friendly default settings is often the better
choice. Always review the privacy policy of the respective provider beforehand and disclose as little
personal or sensitive information as possible.

TUDaGPT offers a free service for students and staff at TU Darmstadt that complies
with data protection regulations.

User queries (prompts) and responses from the generative Al models are stored in
encrypted form on TU Darmstadt’s servers.

However, files (e.g. lecture materials) are not encrypted and may therefore only be
uploaded if they are your own intellectual property or if the copyright holders (e.g.
lecturers) have given their permission for them to be uploaded.

3.1.4 Theft of intellectual property

Before entering data into a GenAl tool, consider whether it contains any innovative ideas, findings or
developments that do not belong to you or that must be treated as confidential. The potential for third
parties to use this information for their own purposes against your will exists. Do not disclose any
information that is not yet intended for others. Recording and transcribing lectures with Al systems is also
not permitted without appropriate consent. Oral knowledge conveyed by lecturers is protected by
copyright, even if it has not yet been published in writing.
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Recommendations for action
a. Prefer TUDaGPT or GenAl tools that

a. Require you to disclose as little data as possible, and
b. Do not store prompts, or
c. Allow you to disable their storage.

b. Use all available options to exclude the processing of input data for model training
(usually opt-out functions).

c. Uploaded data in prompts must not infringe any copyright or personal rights. This is most
likely if the material:

a. lIsnotyourown;
b. Has notyetbeen published; or
c. Contains personal data (such as names).

d. Do notupload such material to GenAl tools.

e. Evenif the materialis your own, consider whether you really want to make it available to
Al providers for training purposes.

f. Learn more about data protection assessments for Al tools in the Al Toolbox on the
‘einfachlehren’ higher education teaching portal.

3.1.5 Prompting

Entering instructions in natural language into a GenAl tool is referred to as prompting. Basically: More
flexibility when prompting can boost creative ideas, but it can also lead to unwanted ‘hallucinations.’
Specific prompts, i.e., detailed work instructions and background information, can and need to be used to
customise the output to your own needs.

3.2 Evaluation of Al-generated content

Academic evaluation of Al-generated content requires careful examination in terms of factual accuracy,
transparency and source material.

3.2.1 Academic evaluation
The following questions can be used for academic evaluation purposes:

e Are the contents factually correct? Use your own knowledge, plausibility considerations and
scholarly sources (reference books and specialist articles) to check the output.

e If sources are cited, check that they are genuine and meet academic standards.

e Arethe sources verifiable, and does the content match that of the sources?

e Arethe decisions, conclusions or assessments comprehensible and justified?
3.2.2 Ethical and critical evaluation

Al-generated content can be biased due to insufficient, inappropriate or unrepresentative training data. If
the provider implements certain guidelines, this can distort content or limit the model’s functionality. This
can result in limited perspectives or discrimination against certain groups of people. Therefore,
statements must be critically questioned and compared with scholarly sources to obtain the most
comprehensive picture possible.
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3.3 Using Al-generated content

If the Al-generated content is to be used in an academic context, a number of requirements must be met.
Please be aware: As a user, you are always responsible for the text when you use GenAl tools as an aid.
You remain liable for any consequences.

3.3.1 Adopting GenAl output and documentation in accordance with good academic
practice.

Good academic practice requires the identification of third-party contributions and the citation of
sources®.

3.3.2 Quotations and references from the perspective of copyright law

In order to use the work of others in your own piece of work, the German Urheberrechtsgesetz (Act on
Copyright and Related Rights) requires you to cite the source. Generative Al tools can use content from
other works; however, they often fail to [or inadequately] cite the sources. This makes it difficult to cite
sources correctly. Consequently, any information obtained from a GenAl tool must be verified using
conventional sources.

3.3.3 Original authorship

Copyright law only protects human creations. Hence, Al-generated texts do not enjoy copyright protection,
and GenAl tools cannot be named as authors. However, prompts created by humans can be protected by
copyright as personal intellectual creations if they are sufficiently unique.

3.3.4 Third-party authorship and plagiarism

Intellectual property of other authors can be included in Al-generated content without the GenAl naming
the source. There is a risk of including copyrighted text in your work without knowing it, which you should
have quoted instead. Even if the copyright infringement is unintentional, you are liable for the infringement
of the rights of others. Failure to attribute third-party results as such constitutes a violation of both
copyright law and the rules of good academic practice. Students will be charged with attempted deception
under the examination regulations.® In the worst case, this can result in expulsion from the university.
However, unintentional plagiarism can have severe consequences for lecturers, too. Therefore, it is
important to always check Al-generated content against scholarly sources, such as reference books and
specialist articles.

Recommendations for action
1. Do not copy text directly from GenAl output into academic papers.
Always check GenAl output for technical accuracy and possible biases.

Verify the accuracy of the cited sources and any quotations allegedly taken from them.

R O

Students and academic writers must always be aware that they are fully responsible for
the content of their work.

4 see Section 5.1 ‘Labelling and documenting Al-generated content clearly in academic work’.
5 see Section 5.3 ‘Potential attempts to deceive’.
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4 Use cases for students: ‘What about using Al-generated content in your
studies?’

Artificial intelligence can be used in various ways for different purposes in academic studies and research.
The following seven application scenarios are intended to help students understand, which uses are useful
or counter-productive for learning, and which uses do not meet the requirements for independent
academic studies. These assessments can vary depending on the subject and learning objective. If in
doubt, ask your lecturers.

Document every use of Al tools in your written work, in accordance with your lecturers’ specifications or
the Recommendation for Labelling and Documenting Al-Generated Content®.

4.1 Fully Al-generated

The Al creates content independently based on a prompt, without significant human intervention.
Examples:

e An Al-generated paragraph in a term paper;
e AnAl-generated code;
e An Al-generated image or summary without subsequent editing.

This type of content must not be used in coursework, written papers, and academic-research papers. Not
only can it undermine our ability to think and learn independently, many times it is also inaccurate or
superficial, and ultimately does not represent independent work. Furthermore, it is not a reproducible
source and in itself contradicts fundamental principles of academic integrity.

Exception:

The GenAl output itself is the focus of study or serves a clear academic purpose, for instance, when
subjected to critical reflection, analysis, or research. In this case, Al-generated output must be clearly
labelled or documented.

4.2 GenAl-generated drafts with significant human refinement and input

The GenAl generates an initial draft, which a human editor then post-edits and revises in depth.
Examples:

e An Al-generated text or code suggestion that has been rewritten and expanded upon
independently,
e Anoutline suggestion that students develop independently.

From an examination law perspective, the following applies:

8 see Section 5 ‘Good academic practice and the use of Al’.
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GenAl output can be used ifit merely serves as inspiration and independent thinking clearly predominates.
Its use must be documented. If the GenAl text has hardly been modified at all, it cannot be used in the
work, as this carries a risk of plagiarism or copyright infringement.

From a learning perspective, the following applies:

Ask yourself whether having Al develop ideas for you is a sensible course of action. Independent thinking
is a central goal of studying because, as with sport, passive observation does not lead to personal
development.

Keep in mind:
You are the author of the text and, therefore, responsible for its content.

4.3 Al-assisted refinement of form

The Al revises your own text or code in terms of language or form, such as rephrasing, improving
comprehensibility and providing summaries. The content is your responsibility; the Al takes care of the
form.

Examples:

e Checking spelling and grammar;
e Refining style and improving flow;
¢ Shortening a text while maintaining its original content.

If the substantive work (i.e. core content) has been completed independently, this form of use can save
time. However, if linguistic expression itself is the learning objective, outsourcing this task to Al can
undermine the learning process. Any Al-generated optimisation requires critical review, as Al is also prone
to errors.

4.4 Al feedback and independent revision

The Al provides suggestions or feedback that students can use to improve their work.
Examples:

e Al reviews code and highlights errors, which are then corrected independently;
e Al provides guidance on strengthening the structure of arguments or improving clarity.

This form of use can support learning, provided that the substantive work (i.e. core content) has been
developed independently beforehand.

4.5 GenAl as a source of inspiration

GenAl serves as a tool for brainstorming (such as generating research questions, topics, hypotheses, or
alternative scenarios).

Examples:

e Suggestions for a thesis topic;
e Ideas for anintroductory hook for a new subject.

This can increase efficiency and help reduce writer’s block. However, when it comes to developing your
own creativity, this approach is not beneficial —and can even be a hindrance - if the ideas do not originate
from your own independent thought process.
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4.6 GenAl as a tool for critical reflection

GenAl is used as a ‘critical sparring partner’ to identify gaps or biases in your independent work. Key
questions include: ‘Which aspects or perspectives are missing from the draft?’, “‘Which assumptions could
be considered biased or one-sided?’

Example:

e Students preparing a presentation on a controversial research topic ask an Al to formulate critical
questions or counter-arguments. This allows them to stress-test their reasoning, refine their
arguments and improve the overall quality of their presentation.

Broadening your perspective in this way can significantly enhance the quality of your work. Crucially: No
parts of the Al-generated text are adopted; independent academic integrity remains fully preserved.
4.7 Al-assisted translation

Al is used to translate texts into other languages — but only where translation itself is not the primary
learning objective.

Example:
e Translating a specialist article using DeepL or ChatGPT.

This can be highly beneficial but must always be reviewed for accuracy. In the context of language learning,
the use of translation tools is of limited value.

4.8 GenAl for understanding and practice

GenAl assists in explaining or illustrating content for better understanding, independent of the actual work
to be submitted. It can also be used to generate practice questions.

Examples:

e Achatbot explains mathematical concepts or a complex theory in simpler terms;
¢ GenAl generates new practice exercises based on existing tasks.

This approach can help in grasping fundamental subject concepts. A deeper level of understanding is
achieved through GenAl-supported self-testing. However, for exam preparation, this method is best used
with caution, particularly for highly specific topics. Consult your lecturers to determine whether using
GenAl for knowledge acquisition is appropriate in the respective subject or discipline as such.

4.9 Alinlanguage learning

Al can serve as a correction tool or practice partner in language learning. However, it should not replace
independent learning.

Examples:

e Grammar and spelling checks on texts written by the learner

¢ Conversation exercises with Al chatbots

e Explanations of complex language rules in simplified form
Al-assisted correction can be beneficial to learning if the substantive work has been done independently.
However, having Al generate the entire text prevents active language acquisition and should therefore be
avoided. As Al models learn language as statistical patterns from texts rather than from lived social and
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cultural experience, they can convey culturally simplified or inappropriate content. Cultural competence,
however, is crucial for genuine communication skills.

818

5 Good academic practice and the use of Al

TU Darmstadt has established statutes on ‘Safeguarding good scientific practice — TU Darmstadt’, which
also apply to the use of Al. All members of TU Darmstadt are called upon to maintain strict honesty
regarding their own contributions and those of third parties (in this context: GenAl output and any third-
party contentincluded in it).

Good academic practice also involves critically questioning results and contributing them to the scholarly
discourse.

5.1 Labelling and documenting Al-generated content clearly in academic work

Scientific rigour relies on verifiability. To uphold good academic practice, two requirements in particular
must be met:

1. It must always be clear which statements originate from the authors themselves, and which have
been adopted from others. The sources of third-party statements must be disclosed transparently.

2. The cited sources must be verifiable: ‘Does the third-party statement actually originate from the
cited source?’

Since GenAl output can vary each time a prompt is re-entered, its verifiability is limited. Therefore, using
factual information from GenAl output as a sole source is not permissible.

If lecturers permit the use of GenAl tools for text production, they accept the risk that sources might not
be verifiable and that copyrights could potentially be infringed. In certain didactic use cases, however,
students are expected to analyse or research GenAl output. In these cases, the output must be clearly
identified; the academic evaluation then focuses on the handling of the GenAl output.

On the website of the University and State Library, you can find its Recommendation for Labelling and
Documenting Al-Generated Content based on common citation styles.

Fortheses, dissertations, and other examinations without proctoring, itis advisable to check GenAl output
for potential plagiarism, as risk of Al adopting protected third-party content without proper attribution
cannot be ruled out.

In courses where Al literacy is a learning objective, it can be beneficial to document both prompts and
GenAl output in a dedicated directory. Another option is a 'List of Al Tools and Aids' (see Table 1), to be
included alongside the bibliography and the declaration of authorship or statement of independent work.
This list is used to document the Al tools used, the providers, versions, the type of application, and the
extent of use.
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Type of application Your contribution Parts of the Al tools Remark
(Such as suggestions for (Intellectual work affected (Name, version (Such as reference
wording, text structuring, investment, such as and provider, as | to apromptor
phrasing headings) adapting Al- necessary) thread of
generated content, conversation with
adding sources, fact- Al tools)
checking)
Translation of text passages | Translation, Whole work DeepL
independently Translator
checked (DeepL SE)
Generating text options Extensive post- Chap. 1, p. 3, ChatGPT
editing of wording Section 2 (Open Al)
Le Chat was prompted on Generated output Chap. 2, pp.5- | Le Chat Thread of
the topic of xy was compared with 7 (Mistral Al) conversation
own research of enclosed/attached
scholarly sources
Revision of the introduction: | Al-generated Chap. 1, pp.2- | ChatGPT
clearer wording modifications used 3 (Open Al)
to improve my
wording
Generating visuals Fig. 2, p. 7: heavily Fig.2,p. 7 Dream
revised, only (WOMBO)
visualisation idea by
Dream

Recommendations for action

As students, please follow your lecturers’ instructions regarding whether and how Al tools are
permitted to be used and the specific requirements for their documentation. If in doubt, ask for
clarification.

5.2 Documentation of Al-generated output as research data

The research process for theses and dissertations potentially generates research data based on Al output.
Documenting this data is a core component of modern academic work and contributes to the quality,
reproducibility, traceability, and reusability of results. In this regard, please observe the Leitlinien zum
Umgang mit digitalen Forschungsdaten — Guidelines on Digital Research Data at TU Darmstadt as well as
the Allgemeine Bestimmungen der Promotionsordnung — General Doctoral Regulations (PO/AT).
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5.3 Potential attempts to deceive

Students who violate the ‘Principles for Safeguarding Good Scientific Practice’ through their improper use
of Al will have to reckon with repercussions. Lecturers have the right to prohibit or restrict the use of Al for
student work if the use of Al is not in line with the learning objectives. This authority is derived from the
'‘freedom of teaching' granted in Article 5 Paragraph 3 of the Grundgesetz — Basic Law for the Federal
Republic of Germany. Lecturers determine how Al use is structured in their courses and examinations.

The use of unauthorised aids is prohibited. TU Darmstadt regulates administrative offences and attempts
to deceive in the APB (Allgemeine Priifungsbestimmungen — General Examination Regulations). The
following sections are particularly relevant:

e APB Section 22(7): “In written papers (schriftliche Arbeiten — such as seminar paper, homework
assignment, project work) and theses (Abschlussarbeiten) completed without
proctoring/monitoring (ohne Aufsicht), the candidates must identify all sources used, including
sources found on the Internet, and any other aids used.”

e APB Section 38(2): “An attempt to deceive will also be deemed to have been made if a false
declaration has been made in accordance with Sections 22(7) or if another work, an adaptation of
another work, a redesign of another work is reproduced in whole or in part in the written
examination, written paper or thesis without this having been cited (plagiarism in accordance with
Section 22(7)).”

For students, an attempt to deceive can result in the examination being graded as ‘not passed’ and
requiring a retake. In severe cases, students can be deregistered from the university (Exmatrikulation).

An attempt to deceive is determined by the examiners or by the relevant examination board (Section 38(1)
APB). As part of this determination, candidates must be granted a hearing (Section 28 of the
Verwaltungsverfahrensgesetz — Administrative Procedure Act). This hearing can be conducted in writing or
orally. In an oral hearing, students can be invited to a technical discussion (Fachgespréch) to verify
whether the knowledge demonstrated in the work is actually present.

Formally, such discussions are not additional examinations; they serve exclusively to investigate the
suspicion of deception. The possible outcomes are limited to:

e An attempt to deceive was determined.
e An attempt to deceive was not determined.

Further procedures are governed by the APB (Allgemeine Priifungsbestimmungen — General Examination
Regulations).
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6 Information and advisory resources
6.1 Resources for students and doctoral candidates
e Center for Educational Development and Technology

The Moodle course ‘Studiertechniken — Study Techniques’ includes a dedicated module on the role
of Al'in the learning process.

e SchreibCenter at the Language Resource Centre (SPZ)

Offers individual consultations and workshops on writing with GenAl tools.

o University and State Library (ULB)

Provides learning formats on literature research, copyright, and citation, as well as
Recommendations for the labelling and documentation of Al output.

6.2 Information on generative Al
e Al Campus (KI-Campus)

A wide range of online courses on artificial intelligence — from basic principles to advanced topics.

e Al Campus Prompt Lab

A specialised course on developing effective prompts.

e Al toolbox on the ‘einfachlehren’ higher education teaching portal

An overview of selected GenAl tools, including information on their functions, potential
applications, and data protection assessments.
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Part 2: For lecturers
2]

1 Designing teaching formats

Students are expected to develop the skills to use Al competently and critically for their future professional
lives. At the same time, they must be able to think, write, judge, and make decisions independently of Al.
Al can be used in very different ways (Buck & Limburg, 2024). At one end of the scale, Al use undermines a
student’s own work and learning; at the other end, human-machine interaction stimulates thinking,
broadens perspectives, and improves the quality of results (see Figure 1).

The aim of teaching in the field of Al is to discourage the indiscriminate use of GenAl tools, while promoting
an approach that enhances and extends independent thinking.

USE CASES FOR Al IN THE
LEARNING / WRITING PROCESS

Al as ,ghostwriter “/ ' ) Al as ,learning partner®/
instrument

Text creator

Unreflected use: Al Al tools take Al tools support Reflected use:
tools replace C— the strain off | — cognition —) Al tools
cognitions and co nitlion g enhance

learning 9 cognition

e.g., have SlidesGPT e.g., correct drafts; e.g., explain technical e.g., provide text

R . e . feedback ; analyse
create a presentation standardise citations terms; find altemative your own texts, which
turns of phrase are then refinded by
yourself

Figure 1: Use cases for Al in the writing process (according to Buck & Limburg, 2024)

1.1 Promoting, permitting, or prohibiting — depending on the learning objective

Lecturers are encouraged to create learning opportunities that enable students to develop into competent
Al users with strong critical thinking skills. At the same time, lecturers must ensure that students acquire
the necessary subject-specific competencies and that learning is not compromised by the indiscriminate

use of Al.
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Key starting points include:

e Provide specific guidance on the critical and discerning use of Al. Demonstrate examples of
effective collaboration between humans and Al.

e Create opportunities in introductory courses to discuss usage scenarios and collaboratively
develop rules for Al use. Rules established together with students are often more effective than
mere top-down rules.

e Provide close supervision for coursework, written papers and theses / dissertations (such as
feedback on drafts). Continuous engagement reduces the likelihood of indiscriminate Al use.

e Advise learners that intermediate results do not have to be perfect and that the focus is on the
learning process. This reduces the pressure to submit ‘perfect’ Al-generated texts.

o Offer in-person learning and examination formats where no Al use takes place (such as oral
examination, on-site written exams (Klausuren)).

Bachelor’s and Master’s theses can be supervised in smaller steps, for example through colloquia,
intermediate submissions, and the assessment of interim project results. In addition, oral examination
and proctored written exams may be used, where students answer critical questions about their work.

For combinations of written and oral examination components, please refer to the legal

guidelines in section 5 ‘Good academic practice and the use of Al’.

1.2 Core knowledge and skills without GenAl tools

Even though students will work extensively with Al in their future careers, there are scenarios where the
use of Al tools needs to be restricted (with a transparent explanation), such as:

e Core subject knowledge that must be readily available from long-term memory to enable quick
decision-making and the ability to evaluate Al output;

o Fundamental creative and innovative thinking skills that can be specifically developed in on-site
settings without Al tools;

e Basic academic writing skills that enable students to formulate and structure their own thoughts.

Lecturers are encouraged to repeatedly remind students of the risk that over-relying on Al during exercises
can lead to difficulties in later exams where Al tools are not permitted.

1.2.1 Alternatives to a strict Al ban
Since proving the unauthorised use of Al is difficult, lecturers have several complementary options:

e Building trust-based collaboration with students, combined with transparent communication
about learning objectives;

o Reflecting on Al use with students and collaboratively developing rules;

e |everaging social dynamics in on-site settings — using statements such as ‘we are learning here
without GenAl tools;

e Establishing transparent documentation standards for Al use to facilitate later verification;
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o Verifying core competencies in proctored settings;

e Supporting skill development through intermediate results and (peer) feedback;

e Applying regulations for attempted deception in cases of suspected misconduct.”’
1.3 Developing Al competencies: Strategic use of GenAl tools

If the goalis to learn the competent and efficient use of GenAl tools, integrating selected tools into courses
is a practical approach. Possible scenarios:

¢ Comparing GenAl-based research tools with traditional literature searches (such as databases
versus Al search);

e Comparing student-written summaries with those produced by GenAl;
¢ Analysing the strengths and weaknesses of each method;
e Practising professional prompting and the use of prompt libraries;

Lecturers are also encouraged to show students examples of technically inadequate Al output to promote
a realistic assessment of the technology.

1.3.1 Using Al to enhance thinking processes

Students can be specifically guided to use GenAl tools as a means of enhancing their own thinking (such
as through the Al providing critical inquiries, alternative perspectives, or counter-arguments). In this
context, critical aspects such as bias and risks of discrimination, energy consumption, and data
protection also need to be explicitly discussed and translated into guiding principles for action.

1.3.2 Student consent for the use of GenAl tools

For data protection reasons, student consent for the use of GenAl tools is often required.® In mandatory
courses, requiring the use of these tools is problematic, as consent can no longer be considered strictly
voluntary.

7 see Section 5.3 ‘Potential attempts to deceive’.

8 see Section 1.6 ‘Legal notice: Equal opportunities and consent’.
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Recommendations:
o Use tools that do not require registration with personal data, if possible;

o Alternatively, allow for pseudonymisation (such as using disposable email addresses without real
names), provided this is consistent with the terms of use;

o Design courses so that students can participate without their own account (such as working in
small groups on a single device).

1.3.3 Adapted examination types

If Al competencies are part of the learning objectives, examinations need to be adapted accordingly. Task
types that involve cooperation with Al are useful in this context. GenAl tools can be used when taking e-
examinations. For more information, please contact the E-learning unit of the Center for Educational
Development and Technology (HDA).

1.3.4 Documentation

For student work that is not proctored, students need to be regularly informed of the academic
requirements for independent work and academic integrity®; they also need to be encouraged to comply.

When prepared in this way, students are expected to work independently on tasks in which they use,
document, and reflect on GenAl tools alongside other methods.™ It is recommended to specify which
functionalities of GenAl tools are permitted and to explicitly exclude others, providing reasons for these
exclusions. If lecturers wish to recommend specific tools, a ‘positive list’ of permitted GenAl tools is more
effective than a ‘negative list’, as it might not be possible to exclude all relevant tools.

1.4 Promoting good academic practice

The use of GenAl during their studies can jeopardise learning processes if students no longer engage in
independent thinking and decision-making. This happens when the output of GenAl is presented as their
own work without reflection or cross-checking with scholarly sources. However, it is not only learning that
is suffering; academic dishonesty is also a serious issue.

While plagiarism software and so-called ‘Al detectors’ can provide indications of which passages might be
Al-generated, they have so far proven ineffective for providing legal proof of unauthorised Al use. Since
these detectors cannot provide evidence for their assessments, but merely calculate percentage
estimates based on learned patterns, their results are neither reliable nor transparent’. In addition,
detectors are always limited to a specific number of generators and usually to certain version states.
Enhancementsto the generators and new releases cannot be detected by the detectors, which means that
even the best software quickly becomes obsolete.

The goal must therefore be to promote academic integrity'? to ensure that students actually develop the
necessary competencies and comply with academic standards. This requires transparent communication

9 see Section 5 ‘Good academic practice and the use of Al’.
° see Section 5.1 ‘Labelling and documenting Al-generated content clearly in academic work’.

" for more information, watch this video on the ‘einfachlehren’ higher education teaching portal.

2 see Section 5 ‘Good academic practice and the use of Al’.
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with students on the subject. Providing examples helps students understand the issue, as does explaining
the reasoning behind the rules. Violations need to be consistently penalised™®.

1.5 Instructional planning for the use of Al in teaching

Atthe degree programme level, integrating Al into teaching requires careful planning of modules. However,
changes within the framework of existing modules, examination formats, and degree programmes need to
be made even in the short term.

This also requires coordination with colleagues to avoid unnecessary duplication of GenAl topics within
the curriculum.

¢ Consider which specific Al competencies are relevant to your subject area: ‘Which of these are
genuinely subject-specific Al competencies (for instance, Al models for evaluating sensory
construction data, such as crack detection or earthquake prediction) and which are GenAl
competencies for academic work (such as literature research with GenAl tools, translation aids,
etc.)?”

e Survey students on their prior knowledge of GenAl: ‘Which GenAl tools do they already use, and for
what purposes?’ Discuss these findings in light of the course’s learning objectives and the insights
from Buck & Limburg (see Part 1 Section 1 ‘Introduction: Al competencies in study and teaching’).™

e Develop suitable methods and materials to convey these competencies: Incorporate interactive
teaching and learning formats into your teaching.

¢ When using GenAl tools, check whether this is will require additional time and effort for students.
If this is the case, you need to take steps to ensure that the workload for students does not become
excessive. Consider which existing teaching content can be removed or adapted in favour of new
Al competencies. Alternatively, you may find that using Al creates unnecessary extra work because
tasks can be completed more efficiently or effectively without it. In such cases, refrain from using
Al.

e Critically discuss GenAl output with your students. Use examples from your subject area to show
students where Al reaches its limits.

'3 see Section 5.3 ‘Potential attempts to deceive’.

14 see Section 0 ¢

Introduction: Al competencies in study and teaching’.
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e Discuss critical questions surrounding Al'S, ideally using case studies that make the topics
tangible: Where possible, make these questions part of the examinations as well.

1.6 Legal notice: Equal opportunities and consent

The following sections outline key requirements and provide guidance on implementing them in a way that
is fair and compliant with data protection regulations.

1.6.1 Equal opportunity

Equal opportunity for students is compromised if lecturers require the use of GenAl tools that are subject
to afee.

1.6.2 Student consent for Al use

If GenAl tools are to be used in courses, students are often required to register using their personal data.
Students must be able to do so voluntarily. Please use TUDaGPT in your courses wherever possible.

Definition of voluntary registration:

If GenKl tools other than TUDaGPT are to be used in courses, students will in many cases need to log in
using their personal details. Students must be able to do this voluntarily. Registration is considered
voluntary if it is not mandatory within compulsory courses. It is also deemed voluntary within elective
courses, provided that a sufficient number of alternative modules are available that do not require the use
of GenAl tools.

Module descriptions:
For elective courses, the module description must specify that Al will be used; only those who consent to
this should enrol in the respective module.

Legal basis for data processing:

Data protection law requires a legal basis for processing personal data such as names, email addresses,
or mobile numbers. While voluntary consent is a common legal basis, this voluntariness is compromised
(or ‘ruled out’) if use is mandated in a compulsory course.

Practical alternatives:

Alternatively, it is possible for lecturers to select GenAl tools that do not require personal registration, or
to offer students the option to use disposable email addresses and pseudonyms (provided the Al provider
does not require a mobile number for verification).

Collaborative solutions:
Furthermore, courses can be designed to allow students to work together on shared devices, ensuring that
those who do not wish to register still have the opportunity to follow the content.

5 see Section0 ¢

Critical aspects of using GenAl’.
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2 Using GenAl tools in teaching

Al tools can also be used by lecturers as a source of inspiration when preparing courses or as support for
providing feedback to students. However, it is essential that you possess sufficient subject-matter
expertise to professionally evaluate the quality of the GenAl output. Furthermore, Al must remain one of
several sources only.

Examples of GenAl use cases for efficient preparation include:
e Gathering materials;
o Developing course schedules incorporating didactic methods and slides;
e Subtitling videos;
e Generating suggestions or inspiration for quiz and examination questions;
o Translating lecture or tutorial materials.

2.1 Altools for course preparation

The ‘einfachlehren’ higher education teaching portal of TU Darmstadt offers regularly updated articles and
media that can be used for course preparation. It features both a dedicated Al toolbox and a collection of

articles on teaching with artificial intelligence.

2.2 Prompt catalogues and exemplary use cases for course preparation

The ‘einfachlehren’ higher education teaching portal provides regularly updated prompt templates for

teaching that lead to higher-quality outputs; these can be used for the efficient and creative preparation of
courses. In addition, the didactic handbook on the practical use of Al in teaching presents numerous use
cases and suggestions on how the topic of Al can be integrated into the curriculum.

2.3 Intelligent tutoring systems and custom-trained LLMs

is the use of self-trained large language models (LLMs) (often referred to as ‘GPTs’) or so-called intelligent
tutoring systems to support students in their learning

A potential application of GenAl for courses primarily focused on knowledge transfer is the use of self-
trained large language models (LLMs) (often referred to as ‘GPTs’) or so-called Intelligent Tutoring Systems
to support student learning. These systems provide individual answers to subject-related questions,
assistance, and interactive exercises, while also offering feedback to students. In addition, they are linked
to the specific learning materials of the course, thereby serving as a supplement to lectures and tutorials.
Since the development effort is significant, these systems are best suited for large, recurring lectures. It is
important to keep in mind that custom-trained LLMs cannot replace real-life tutorials, as only the latter
provide a safe space where students can address uncertainties as peers. Moreover, tutors act as role
models, helping students find their own path within academic and professional socialisation.

Support in developing an Intelligent Tutoring System is provided by the E-Learning unit of the Center for
Educational Development (HDA).
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3 Designing examination formats

Generally, lecturers and examiners are allowed to set their own rules for using Al in any course or exam
they supervise. These rules must not conflict with the APB (Allgemeine Priifungsbestimmungen — General
Examination Regulations) of TU Darmstadt, the implementation regulations for the department’s degree
programmes, and the module descriptions.

Lecturers must inform students of these requirements for the use of Al at the beginning of the semester,
or at the latest when students register for the examination. However, it is essential that lecturers and
degree programme coordinators bear in mind that too many different rules across various courses and
programmes can easily confuse students.

3.1 Adapting assessment and task formats

There is currently much discussion about whether adapting assessment and task formats can curb
students’ indiscriminate use of Al to boost rather than stifle their learning experience. However, due to the
rapid advancement of GenAl and increasingly skilful prompting, many existing assessment and task
formats can already be handled by GenAl. To ensure that students still acquire fundamental subject
knowledge and expertise, the following options are available:

e Practical assighments;

e Activities requiring spontaneous oral contributions;

e Proctored exercises, and

o Self-assessment components in a portfolio, such as reviewing personal learning outcomes.

In addition, new assessment and task formats that train students to use GenAl tools cooperatively and
critically will play a vital role in future courses. These formats are particularly useful when students are
expected to work in cooperation with GenAl tools in their future professional practice.

3.2 New forms of examination
New forms of examination are also required:

o To assess Al competencies: Some examinations must be expanded to include the use of Al in
order to assess the corresponding learning objectives. In these cases, electronic exams (e-exams
— E-Klausuren) must be supplemented with GenAl tools.

o Within such examination tasks, one objective could be to evaluate GenAl outputs and to justify why
a potential alternative answer would be superior.

e Proctored examinations will remain relevant or even increase in importance when it comes to
verifying the acquisition of fundamental subject knowledge and core competencies.

e Oral or proctored written ‘defences’ of final theses and project work will play an increasingly
important role. In these settings, students must be able to respond spontaneously to questions
about their work and demonstrate that they have gained an independent and deep understanding
of the content. Being aware of the requirements for an oral defence can also act as a preventative
measure against the indiscriminate use of Al. Students who have used GenAl only in a learning-
conducive manner will feel they are being treated more fairly, as they will be able to achieve better
grades than those who have used Al outputs excessively and without reflection. Please note,
however, that introducing additional oral examinations is currently not permitted; instead, the only
option is to increase the weighting of existing oral exam components. Changes to the weighting
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must not result in changes to the assessed competencies. The competencies to be assessed are
set out in the degree programme accreditation applications and may only be amended in
consultation with the development of degree programmes team (Dezernat Il, Referat Il D).

e Bachelor’s and Master’s theses can be supervised more closely in the future, for example, through
accompanying colloquia. Submitting and grading interim project results can also serve as a
preventative measure. Alternatively, oral or proctored written examination components can be
added, where students must answer critical questions about their work. Students who are unable
to justify or defend their work effectively — due to a lack of in-depth engagement with the topic — will
receive a correspondingly low grade.

e Furthermore, itis recommended to evaluate whether a shift from purely literature-based theses to
empirical work or the creation of a tangible product is feasible.

Notice regarding higher education law

Limits apply to any changes regarding examination formats or the number of examinations. It is
only feasible to combine two examination events within one module - such as an unproctored
written examination and a supplementary oral component - if the examination workload for
students (studiability) in the relevant semester remains reasonable. For final modules (theses)
worth more than 10 CPs, two examinations can be reasonable: one unproctored written
examination and one oral examination.

Permissible changes must be anchored in the Degree Programme Regulations, the
implementation regulations specifying the APB, the study and examination plan (SPP), or the
module handbook. These changes require coordination with the Referat Hochschulrecht (Higher
Education Law) and the Sachgebiet Studiengangsentwicklung (Degree Programme Development)
and must be approved by the relevant (governing) bodies. Changes only apply to future student
cohorts, and all examination conditions must be finalised before a module or course is offered.

3.3 Adjusting how assessment schemes are weighted

It is recommended that institutes and lecturers review the weighting of their assessment schemes for
Bachelor’'s/Master’s theses, as well as for coursework, written papers and project work. Finding
information will become easier in the future; consequently, critically evaluating GenAl output and carefully
verifying or supplementing it using other sources will become vital assessment criteria. In some subjects,
spelling, grammar, language style, and translation are likely to lose relevance as students gain the
competence to use GenAl tools for self-correction. Overall, this allows for the written portion of an
assignment to be weighted lower in relation to the oral component.

3.4 Theses (Abschlussarbeiten)

By the time, they work on their Master’s thesis, students are expected to competently and responsibly use
and document GenAl tools — at least where this is appropriate, required, or not explicitly prohibited by the
specific discipline. Checking GenAl output against scholarly sources becomes as fundamental as using Al
for bibliographic research (alongside traditional databases) or utilising Al for linguistic refinement and
proofreading. Where examination regulations permit, an oral defence provides an effective way to verify
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that the work was completed independently and that the students can articulate their own thought
processes orally.

Itisimportant to note that some disciplines at TU Darmstadt explicitly exclude the use of GenAl tools, even
for Master’s theses.

3.5 Handling unauthorised use and suspected cases from an academic integrity
perspective

Lecturers have grounds to suspect unauthorised Al use if it is unclear which statements originate from the
student, or if a citation cannot be verified'®. Such cases of suspected use of Al must be reviewed in
accordance with the APB (Allgemeine Priifungsbestimmungen — General Examination Regulations) of TU
Darmstadt. The specific procedure for this is described in Section 5.3 ‘Potential attempts to deceive’
(Verdachtsfalle auf einen Tauschungsversuch)".

3.6 Assessing submissions and learning achievements using Al

The use of Al to assess student assignments and solutions is also conceivable. However, data protection,
copyright, and examination laws impose certain restrictions. Under current law, it is not permitted to
perform assessments in a purely automated manner if they have legal or significant consequences for
individuals. Consequently, examiners are not allowed to use Al as the sole basis for grading submissions,
written exams (Klausuren), or other forms of assessment. Even if a GenAl tool provides feedback and a
suggested score for open-text fields, the grading process must not be delegated to the Al. While it is
possible for an Al to pre-check a submission or written exam (Klausur) and make a suggestion, the final
assessment must be made by the lecturer.

“The examiner bears full responsibility and must form their own judgment on the entire content of the
examination performance to arrive at a grade. The necessary independent decision by the examiner is only
possible if the candidate’s work is acknowledged personally, directly, and in its entirety, and is
independently assessed from the examiner’s own perspective” (Fischer, Jeremias, Dieterich,
Priifungsrecht, 8™ edition 2022, marginal no. 320).

In practical terms, using Al assistance offers no real efficiency gains for lecturers; at most, it can provide
suggestions to improve the quality of grading or feedback.

It is strongly discouraged to have Al generate assessments or formal expert opinions (Gutachten) for
theses (Abschlussarbeiten). Only the careful personal reading and evaluation of student work ensures
long-term trust. Furthermore, please consider that merely uploading student work may constitute a
copyright infringement if Al providers reuse prompt data. There are also significant ethical concerns, as
the grading decisions of Al systems currently lack transparency, making them difficult to explain or justify.

6 see Section 5 ‘Good academic practice and the use of Al’.

7 see Section 5.3 ‘Potential attempts to deceive’.
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4 Sample learning objectives for Al competencies

Students are expected to acquire comprehensive Al competencies throughout their studies. However,
they must also continue to master subject-specific knowledge using traditional methods. Without a solid
foundation of their own, students remain vulnerable to flawed Al output and will be unable to evaluate it
critically. Furthermore, relying solely on Al prevents the spontaneous recall of knowledge when it is
needed. Independent learning and the associated effort remain essential for ensuring that students are
capable of taking action and making informed decisions in their future professional careers.

Lecturers will integrate Al-related learning objectives into their courses and modules. Below are several
examples of how these competencies can be formulated.

In addition to subject-specific skills, the following generic Al competencies are pursued: For example,
students are expected to:

e Explain the functionality of generative Al models (including their probability-based nature and lack
of formal logic);

e Assess the possibilities and limitations of GenAl support (such as hallucinations, superficiality);
e Systematically verify Al output for errors and lack of context sensitivity;
o Write effective prompts for the GenAl tools in their discipline to achieve high-quality results;

e Design GenAl-supported workflows that enhance —rather than replace —their own problem-solving
skills, creativity, and analytical abilities;

¢ Use generative Al tools — grounded in basic academic writing skills — as writing assistants for
academic text production, utilising them to brainstorm ideas, sharpen arguments, and refine
writing style; including the ability to cross-reference Al-generated output with scholarly sources,
critically evaluate, edit, and integrate Al-generated output into their own work;

e Apply citation and documentation requirements confidently in accordance with the principles of
good academic practice, particularly when using GenAl tools;

o Explain ethical and legal aspects of Al development and use, incorporating these aspects
responsibly into their decision-making;

e Utilise GenAl tools strategically to structure their own learning processes (such as by creating
study plans or generating practice exercises).

Subject-specific Al competencies need to be added by the lecturers.
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5 Information and professional development for lecturers

A wide range of information and support services is available for lecturers who wish to explore the
integration of artificial intelligence into higher education.

5.1 Training programmes and resources at TU Darmstadt

e |f you have questions regarding Al in studying and teaching, or if you would like a consultation on
integrating Al into your courses, please feel free to contact: ai-literacy@hda.tu-darmstadt.de

e The University Teaching and Learning Development unit of the Center for Educational Development
and Technology (HDA) offers consultations and workshops on Al in higher education as part of its

regular programme.

e The‘einfachlehren’ higher education teaching portal at TU Darmstadt provides a curated collection
of articles and videos on the subject of artificial intelligence in teaching.

5.2 Additional programmes and resources

e On the Hochschulforum Digitalisierung (higher education forum on digitalisation) in the field of
‘Generative Al’, you can find numerous interesting blog posts and self-study courses on the topic of
Al and higher education.

e The Stifterverband’s ‘KI-Campus (Al Campus)’ offers a wide range of materials and learning

opportunities.

o The Gesellschaft fiir Medien in der Wissenschaft (German Society for Media in Science - GMW) and
the Deutsche Gesellschaft fiir Hochschuldidaktik (German Association for Educational
Development - DGHD) have published a Handreichung zur praktischen Nutzung von Kl in der Lehre
(10/2024) (didactic guidelines on best practices when using Al in higher education).
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Legal texts

General Data Protection Regulation (GDPR, version of 27 April 2016):
http://data.europa.eu/eli/reg/2016/679/0j. [01 December 2025].

European Artificial Intelligence Act (Al Act, version dated 13 June 2024):
http://data.europa.eu/eli/reg/2024/1689/0j. [01 December 2025].

Urheberrechtsgesetz (UrhG — Act on Copyright and Related Rights, version dated 26 June 2023):
https://www.gesetze-im-internet.de/englisch_urhg/index.html. [01 December 2025].
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